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1. Relevance and significance of the scientific problem developed. 
The relevance of the presented topic is indisputable and is conditioned by the 

application of modern simulation technologies for the study of complex systems and 
visualization of the processes that take place in them. Specifically in the dissertation, 
this research was realized by the method of agent-based modeling. 

The dissertation is structured in accordance with the stated purpose, research 
tasks, working hypothesis, object and subject of the research and reflects the 
approach adopted by the author for research and analysis of the problems, on the 
basis of which the set goals have been achieved and the relevant conclusions and 
proposals have been formulated. 

It consists of an introduction, 3 chapters with conclusions to each of them, a 
conclusion with guidelines for future work, 8 annexes, 41 tables and 55 figures, with 
a volume of 274 pages. The cited literature includes a total of 108 sources in 
Bulgarian, English and Russian. 

 
2.  Evaluation of scientific results and contributions of the dissertation. 

Scientific results. 
• The cybernetic protection model of adaptive architecture in the „prevention“ 

and „response“ stages of the threat has been updated and optimized. 
• Models and algorithms have been developed to simulate the activity of the 

transport control center to evaluate and analyze the cyber attack on the road transport 
system. 

Scientific and applied results. 
• Comparative characterization of the vulnerability of the cyberattack system 

through simulation modeling and „breakthrough tests“ is made. 
• Benchmarking was performed using different software to verify the reliability 

of the results obtained. 
• A methodology for vulnerability assessment and planning of measures to 

increase the sustainability of the transport management system using simulation 
modeling results has been developed. 

 



3. Opinion on the presence or absence of plagiarism. 
I believe that the dissertation submitted for opinion is a personal matter of the 

author. I do not know that there have been reports of misuse of other works. 
Quotations and references used are correct. The authenticity of the work is also 
evidenced by the declaration of authenticity attached by the author. 

 
4. Critical notes. 
As a scientific work, the dissertation has all the features of valuable and 

significant scientific development, which has theoretical and practical application. 
Along with the positive aspects of the development, there are some weaknesses. 

First of all, the large number of accepted study limitations (10 restrictions 
accepted) is impressive. The wording of the research topic should be such that fewer 
restrictions are required. 

Also impressive is the volume of claimed scientific and applied research results 
by the author. I believe that 1-2 scientific and 2-3 scientific-applied results are 
sufficient for such a scientific development. 

The formulated conclusions of the author at the end of each chapter and the 
general conclusions are long and explanatory. The conclusions should be clear, 
accurate and present a brief result. 

These critical remarks do not significantly affect the importance of the 
contributions to the dissertation. Rather, they are in the direction of constructive and 
positive criticism and recommendations for the future scientific work of the author. 

  
5. Conclusion. 
Proposed dissertation thesis and author's abstract of Yoana Atanasova Ivanova 

meet the requirements of ZRAS in the Republic of Bulgaria, the Rules for the 
implementation of the ZRAS in the Republic of Bulgaria and the requirements in VA 
“G. S. Rakovski” for the degree “Doctor”. The dissertation presents three self-
published doctoral reports, which cover the minimum national requirements for 
obtaining a doctorate degree. 

 
6. Evaluation of the thesis. 
Bearing in mind the aforementioned, I applaud the dissertation and propose to 

the distinguished scientific jury to vote for the award of the educational and scientific 
degree “Doctor” of Yoana Atanasova Ivanova in professional direction 5.3. 
“Communication and Computer Engineering”, specialty “Automated Information 
Processing and Control Systems”. 
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